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Pabouass mporpamma mnpodeccuonanbHoro monayns IIM.02 Opranuzanusi ceTeBoro
aIMUHUCTPUPOBAHHUS ONEPAlMOHHBIX CHCTEM pa3pabdoTaHa Ha ocHoBe dDeaepanbHOTO
rocyJapCTBEHHOTr0 00pa30BaTEIbHOTO CTaHAapTa CpeAHero mpodeccHOHaIbHOTO
obpazoBanus no crenuaibHocTH 09.02.06 CeTeBoe M CUCTEMHOE aJIMUHUCTPHUPOBAHHUE.
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«IToBOIKCKMI rOCYAAPCTBEHHBIA TEXHOJIOTMYECKU YHUBEPCUTET

PenienszeHT (BHYyTpEeHHUN)
Kysnenos E.lO., mpenonaBarenb ¢ y4eHOM CTENEHBIO KaHAUAATAa TEXHUYECKHUX
HayK, 3amectutens aupekropa no Y MP Beiciiero komwtemxka III'TY «llonutexauk»

PerieH3eHT (BHEUITHUIA)

Mopoxun /[.B., npenogaBarens ¢ y4€HOW CTENEHBIO KaHW1aTa TEXHUYECKUX HaYK,
JIOIIEHT, 3aBeayromuil kadeapoir nHOOPMaIIMOHHO-BBIUUCIUTENBHBIX cucteM OI'BOY
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COJEPKXAHHUE

AHHOTALIA

OBIIAA XAPAKTEPUCTUKA ITPO®ECCHUOHAJIBHOT'O MOAVYJIA
CTPYKTYPA U COAEPXXAHUE INPO®ECCHUOHAJIBHOI'O MOAVYJIA
YCJIOBUA PEAJIMBAILIANA ITPOOECCUOHAJIBHOI'O MO Y JIA
KOHTPOJIb 1 OUEHKA PE3VJIbTATOB OCBOEHUA
[TPOD®ECCHUOHAJIbBHOI'O MOAVYJIA



1. AHHOTALIUA

[TpodeccuonanbHbIii MOAYJb [1M.02 Opranuzanus CETEBOTO
aIMUHUCTPHUPOBAHUS OMEPAMOHHBIX CHCTEM OTHOCUTCS K MPOPECCHOHATPHOMY ITUKITY
po(eCCHOHATTEHON MOATOTOBKH IO MPOTrpaMMe MOJATOTOBKH CITCIIUATTUCTOB CPEIHETO
3BeHa (mamee [IIICC3) cnemmanpHOCcTH  (09.02.06 CeTeBOo€e UM CHCTEMHOE
aIMUHUCTPUPOBAHUE.

C uenblo OBNAJICHUA YKa3aHHBIM BUJIOM MNpO(EeCCUOHATBHOU IeSTEIBHOCTH M
COOTBETCTBYIOIUMH NMPOGECCUOHATBHBIMUA KOMIIETEHIIUSIMH CTYACHT B X0JI€ OCBOCHUS
npodeccoHaTbHOTO MOIYJIS TOJKEH:

UMETh MPAKTUYECKUM OTBIT:

- YCTaHOBKHU, HACTPOMKHU U COMPOBOXKACHUS, KOHTPOJISI UCTIOIB30BaHUS CEpBEpa U
pabounx cTaHuui Ay 6e30nmacHoi nepeaadyn nHGOpMaluu.

OO6uuit 00beM ydeOHOUM Harpy3ku Mo npodecCHOHATbHOMY MOJYJIIO COCTaBIISET
772 yaca, Harpy3ka BO B3aUMOJICHCTBUHU C TpernojaBareieM coctaBiser 392 wyaca,
CaMOCTOSITeNIbHOM paboThl — 72 yaca.

Conepxxanue npo(EecCHOHATBHOTO MOJIYJSA BKIIOYAET HM3YUYEHHUE CIEAYIOIIHNX
pa3ziesnos:

M/K.02.01 AaMUHUCTPUPOBAHUE CETEBBIX OMEPALIMOHHBIX CUCTEM.

Tema 1. AxmunuctpupoBanue Linux

MJIK.02.02 IIporpamMmmHOe oOecrieueHrne KOMITbIOTEPHBIX CETEH.

Tema 1. ITporpaMmHbI€ cpeiIcTBa MOHUTOPUHTA KOMIIBIOTEPHBIX CETEH.

Tema 2. Peanuzarus NpoABUHYTOM cepBEpHON HHOPACTPYKTYPHI.

M/K.02.03 Opranuzanus aAMUHUCTPUPOBAHUS KOMITBIOTEPHBIX CHCTEM.

Tema 1. TexHoMOTHM KOHTEHHEPU3AIIHH.

Texkyuii KOHTPOJb MPOBOAUTCA B (OpME OIEHKU TECTUPOBAHUS, pPEIICHUs
CUTYaIlMOHHBIX 33]1a4 U BBITIOJIHEHUS MPAKTUYECKUX PadoT.

dopma  TpPOMEKYTOUHOM  arrectanuu —  AUGEpEeHIIMPOBaHHBIN  3aueT,
KBaJu(UKAIIMOHHBINA SK3aMEH.



2. OBLIAS XAPAKTEPUCTUKA IMPO®ECCHOHAJIBHOT'O MOAYJIsA

2.1. MecTo npogeccuoHATBHOTO MOJYJsl B CTPYKTYpe MPOrpaMmbl MOJATOTOBKHU
CIEeNUAJMCTOB CpeHero 3BeHa: npodeccrnonanpHbii Moaynb [IM.02 Opranuzarms
CETEBOTO aIMUHUCTPUPOBAHUS orepaImoOHHbIX CUCTEM OTHOCHUTCS K
poeCCHOHATTEHOMY y4eOHOMY ITUKITY TPO(EeCCHOHATBHON MOATOTOBKUA MPOTPAMMBI
MOJTOTOBKM  CIEUUAIUCTOB CPEIHEr0 3BEHA MO  CIECHHAIBHOCTH  CPEIHETO
npodeccruoHaIbLHOTO o0OpazoBaHuUs 09.02.06 CereBoe 151 CHUCTEMHOE
aIMUHUCTPUPOBAHUE.

2.2. llesqb 1 IUIaHUPYeMble Pe3yJbTaThl 0CBOCHNS NMPO¢ecCHOHATBHOI0 MOTYJIA

B pesynbrate usyuenusi npopeCcCuOHAIBHOIO MOAYJISl OOYYAIOIINIICS TOKEH OCBOUTh
BUJ AesTenbHOCcTA: OpraHuzanus CETeBOTO aIMUHUCTPUPOBAHUS OINEPAMOHHBIX
CHUCTEM M COOTBETCTBYIOIINE eMy po(deccrHoHaIbHbIe KOMIETCHITUH:

Kon HaumeHnoBanue pe3ynbraTa 00yueHUs

B/ OpraHu3zaiys ceTeBOro aIMUHUCTPUPOBAHUS.

IIK 2.1 [TpuHMMAaTh Mepbl IO YCTPAHEHHUIO COOEB B ONEPAIIMOHHBIX CUCTEMAX.

I1K 2.2 AJIMUHUCTPUPOBATH CETEBBIE PECYPCHI B ONEPAIIMOHHBIX CHCTEMaX.

I1K 2.3 OcyuecTBiATh €cOOp JAAaHHBIX JUIS aHalIM3a MCIONb30BaHUS U (QYHKIHMOHMPOBAHMS
IPOTrPaMMHO-TEXHUYECKHUX CPEJICTB KOMIIBIOTEPHBIX CETEH.

I1IK 2.4 OcyiecTBisITh MPOBEJECHUE OOHOBJIEHHUS IMPOTPAMMHOIO OOECIEUEHUsl OINEPalMOHHBIX
CHCTEM M IIPHUKJIAJJHOTO IPOIrPaMMHOI0 00eCTIeYeHHU.

[IK 2.5 OcymiecTBIATh BBISBICHHE W YCTPAaHEHHE WHIMICHTOB B Ipolecce (YHKIIMOHUPOBAHUS
OIEPALIMOHHBIX CUCTEM.

OcBoenne Tpo(ecCHOHATLHOTO MOMAYJS  HANpaBJ€HO Ha  pa3BUTHE  OOIIUX
KOMITETEHIIHM:

Kon HaumenoBanue pe3ynbraTa 00yueHus
OK.01 BeiOupate criocoObl pemieHus 3a1a4 Npo(ecCHOHANbHON e TeNbHOCTH, TPUMEHUTEIBEHO
K pa3JIMYHbIM KOHTEKCTaM.
OK.02 Hcnonb30BaTh COBpEMEHHBIE CPEICTBA MIOMCKA, aHAIM3a U UHTEPIpEeTaluy HHPOpMaIuu 1
MH(OPMALIMOHHBIE  TEXHOJIOTMM  JUIs  BBIOJIHEHUSA  3a1ad  NpOoQecCHOHANbHON
JESITEIIBHOCTH.

OK.03 [InanupoBaTh W pealn30BbIBaTh COOCTBEHHOE NPO(ECCHOHATBLHOE M JIMYHOCTHOE
pasBUTHE, NPEANPUHUMATENBCKYI0 JAESITENbHOCTh B  NpodeccHoHanbHOM  cdepe,
UCIOJIb30BaTh 3HAHUS IO TNPaBOBOM M (MHAHCOBOM TPAaMOTHOCTH B PAa3JIMYHBIX
KU3HEHHBIX CUTYaIUsX.

OK.04 O} dexTuBHO B3auMOIEHCTBOBATh U pabOTAaTh B KOJUIEKTHBE U KOMaHJE.

OK.05 OcCymecTBISATh YCTHYHO M IUCBMEHHYIO KOMMYHHKAIMIO Ha TOCYAAPCTBEHHOM SI3bIKE
Poccuiickoit ®epepauuu ¢ y4yeToM OCOOEHHOCTEH COIMAIBHOIO M KYJIBTYPHOTO
KOHTEKCTA.

OK.06 IIposiBIATE Ipa’KJAHCKO-NIATPUOTUYECKYIO IIO3ULHIO, JIEMOHCTPUPOBATH OCO3HAHHOE
MOBEJICHUE HAa OCHOBE TPAJUIIMOHHBIX POCCUMCKUX AYXOBHO-HPABCTBEHHBIX LIEHHOCTEH, B
TOM YHUCJIE C YY4ETOM IapMOHU3ALMY MEXHALMOHAIBHBIX U MEKPEIUTMO3HBIX OTHOILIECHUH,
IIPUMEHSATH CTaHJAPThl AaHTUKOPPYIMIHOHHOTO NOBEACHUS.

OK.07 ConelicTBOBaTh COXPAaHEHHMIO OKpYXaloIeH Cpeibl, PecypcocOepekeHUI0, MPUMEHSTh
3HaHUSA 00 WM3MEHEHHUH KJIMMaTa, MPUHIMIIBI OEpexIIMBOro MPOU3BOACTBA, 3()PEKTUBHO
JIEIICTBOBAThH B YPE3BBIYANHBIX CUTYalMSIX.




OK.08 Hcnonb30Bathk cpeacTBa GU3NUECKON KyIbTYpPHI U1 COXPAHEHUS U YKPEIUICHUS 3/I0POBbSI
B mporecce MpoecCHOHATBHON AEATEIBHOCTH M IOAJCP)KAaHUS HEOOXOJMMOTO YpPOBHS
($U3MIECKOi MOATOTOBICHHOCTH.

OK.09 [Tonp3oBaThes MpodecCHOHAIEHON TOKYMEHTAIlUEe Ha TOCYJapCTBEHHOM M MHOCTPAHHOM
SI3bIKAX.

Pe3yabTaThl 00yueHHs1 (3HAHUS, YMEHHSI, BJIAaJeHHsI HABbIKAMM )
B pe3ynbraTe ocBoeHUs NpoheCCHOHATHLHOTO MOAYIISI 00YYAOIIMICS TOJIKEH:

UMETh — BOCCTaHOBJICHMsI IIapaMETPOB IIPU IIOMOILIM CEPBEPOB APXUBHUPOBAHUA H
NPAKTUYECKUI CPEICTB YIIPABIECHUS CIELUAIM3UPOBAHHBIX ONEPALMOHHBIX CUCTEM CETEBOIO
OIIBIT 00opynoBaHUs;
— 3aIlyCKa, MOHUTOPUHIa M KOHTPOJIS NPOLEAYPBl YCTAHOBKU ITPUKIIALHOTO
IpOTpaMMHOT0 oOecrieueHHs] Ha KOHEYHBIX YCTPOIMCTBAX IMOJIb30BaTeNeH n/mim
CEepBEPHOM 000pPYI0BaHHH;
—  BBINOJIHEHUS PE3EPBHOTO KOMHUPOBAHUS TMPOTPAMMHOIO  OOecreueHHs
TEXHUYECKUX CPEJCTB, IOMANAIOMIMX B O0JACTh MOTEHIHAIBHOTO JIOMEHa
BO3HUKHOBEHUS c00s;
—  BBIIOJIHEHUS OOHOBJIEHUS IPOrPAMMHOrO OOECIEUEHHsS] TEXHHUYECKHUX
CPEICTB COIIACHO MHCTPYKIINH;
—  COINOCTaBJCHHWE aBapuiHOW WHGPOPMALMK OT PA3IUYHBIX YCTPOMCTB
UH(POPMALMOHHO-KOMMYHUKAITUOHHOW CUCTEMBI;
—  JIOKaJIM3alus OTKA30B B CETEBBIX YCTPONWCTBAX U ONEPALMOHHBIX CUCTEMAX;
— BBIABJICHHMS U oOIpeleseHus: cO0eB U OTKa30B CETEBBIX YCTPOWCTB, U
OIIEPALlMOHHBIX CUCTEM;
— YCTpaHEHHUS TOCIEACTBHA COOEB M OTKa30B CETEBBIX YCTPOHCTB W
ONEPALMOHHBIX CHCTEM
YMETh - UACHTU(UIMPOBATE U OLIEHUBATh CTENEHb KPUTUYHOCTH  HMHIUJIEHTOB,
BO3HUKAIOIIMX TIPU YCTAaHOBKE M paboTe MIpOorpaMMHOro oOecreueHus, u
IIPUHUMATh PEILIECHUE 110 U3MEHEHUIO MTPOLIENYPbl YCTAHOBKU;
- HCHOJIb30BaTh COBPEMEHHBIE METOJbl KOHTPOJIA INPOU3BOJUTEIBHOCTH
UH(POPMALIMOHHO-KOMMYHUKALIMOHHOM CUCTEM;
- JIOKQJIM30BaTh OTKAa3 U MHULIMUPOBATh KOPPEKTUPYIOIUE ACICTBUS;
- paboraTb C cepBepaMHM apXUBHUPOBAaHHUA M CpPEACTBAMHU YIpaBJICHUS
ONEPALMOHHBIX CHCTEM;
- TOJb30BaTbCs HOPMATHUBHO-TEXHUYECKOM JOKyMEHTalued B obiacTtu
MH(OKOMMYHUKAIIMOHHBIX TEXHOJOTHU;
- HCIOJb30BaTh pPAa3JIMYHbIE CPEJCTBA U PEKUMBl YCTAHOBKM U OOHOBICHMS
IPOrpaMMHOr0 o0ecredyeHrs MHPOPMAMOHHO-KOMMYHUKAIIMOHHON CUCTEMBI,
B TOM YHCJI€ aBTOMaTUYECKHUE;
- BBIIOJHATH IUIAHOBOE AapXMBHUPOBAHHME NPOrPaMMHOrO  OOecreYeHHs
M0JIb30BATEIBCKUX YCTPOMCTB COTTIACHO TpauKy
3HaTh - IPUHOUOB QYHKIMOHUPOBAHUS allllapaTHBIX, MPOrPaMMHBIX U MPOTPAMMHO-

armnapaTHbIX CPEACTB AIMUHUCTPUPYEMOU CETH;

- ApXUTEKTYpbl amnIapaTHbBIX, IOPOrPAMMHBIX W IPOrPaAMMHO-ANNapPATHBIX
CPEeACTB aAMUHUCTPUPYEMOI MH(DOPMAITIOHHO-KOMMYHHKAIIMOHHON CUCTEMBI;

- TUIEH3UOHHbIE TPEOOBaHNUS 110 HACTPONKE YCTaHABIMBAEMOTO

IPOrpaMMHOTO 00ecIeueHus;

- TUIIOBbIE IPUYMHBI HMHIUACHTOB, BO3HHUKAKOIMX IPH  YCTAaHOBKE
IPOTPaMMHOT0 0OecrieueHus;

- TUIIOBBIE MPOLEAYPHl U CTAHJAPTHI OOHOBIIEHUSI IPOIPAMMHOTO OOecTeyeHHs
TEXHUYECKUX CPEJICTB;

- JIMIEH3MOHHbIE TpeOOBaHHSA MO HACTPOHWKE OOHOBISIEMOr0 MPOrPaMMHOTO




obecneueHus;

- perJIaMeHThI TTPOBEACHUS NPOPUIAKTHIECKUX padoT Ha

aJIMUHUCTPUPYEMOi HHPOPMALIMOHHO-KOMMYHUKALIMOHHOM CUCTEME;

- TpeOoBaHHMsS OXpaHbl Tpyaa Tmpu paboTe C CETEeBOW ammaparypou
IMAHHCTPUPYEMOH HH(HOPMAIIMOHHO-KOMMYHHUKAIITHOHHOW CHCTEMBI

2.3. KotuvecTBo 4acoB, 0TBOIMMOE HA OCBOEHNE MPO(eCcCHOHATBLHOI0 MOIYJIsI:
Bcero wacos — 772 4yaca, B TOM 4HCIIE:
Ha ocBoeHrue MJIK - 466 gacos, BKItOJas:
00s13aTeNbHOM ayIUTOPHOM yueOHOM Harpy3ku obydaromierocsi—392 vaca;
CaMOCTOSTEIILHON paboThI 0OyJaromerocs— /2 4aca,
Ha TIPAKTUKH:
yaeOnyto — 144 gaca;
MPOU3BOACTBEHHYIO —144 yaca.




3. CTPYKTYPA U COAEP KAHUE MPO®PECCUOHAJIBHOI'O MOAYJISA 1IM.02 OPTAHU3ALIUA CETEBOI'O
AIMUHUCTPUPOBAHUSA OINIEPAIIMOHHBIX CUCTEM
3.1. TemaTuuecknii mjiaH npo¢hecCHOHAIBHOT0 MOAYJIS

OO0BeM BpeMeHH, OTBEICHHBIM Ha OCBOCHHUE [IpakTuka
MEXIMCHUIIIIMHAPHOTO Kypca (KypcoB) =
CamocrosTenbH =
OO0s3aTenbHas ayTuTOpHAs yueOHas a3 paboTa <
Q
Harpy3ka o0y4aromerocs oByuaromerocs = E [Tpoussomc
Kon = = < TBEHHas
HanmenoBanue paznenon Bcero B 1.4 BT.4. | Br1u |BTU, |2 s =
npodeccuoHanb > E B T.H. 2 S (o
HLIX npoeCCHOHATIBHOTO 4acoB Teope | nabopa | mpak | Kypco = N COB,a s = Yyebn npodhHIo
o MOy THYEC | TOPHBIE | THYeC | Bas | Beer | VP 2 S as, p
KOMIICTCHITHA o o 3 2 CICIHATEHO
Bcero, | kue | paboTel | kue | pabor |= 0, o i | wacos
2 pabora 5 cTH),
4acoB 4acoB | 3aHAT a |9 [ uaco =
& (mpoexT 5 4acoB
us, | (mpoe |E B ) <Y
yacoB | KT), |E ’ =
o 4acoB
4acoB [
1 2 3 4 5 6 7 8 9 10 11 | 12 13 14
MJIK.02.01
[IK 2.1 - [IK 2.5 | AIMUHUCTpUpPOBAHUE i ) ) i i i i i
OK.01-OK.09 | ceTeBbIX  OIEpaIMOHHBIX 232 192 62 130 40
CUCTEM
0K 2.1 -TIK 2.5 NéI[K.02.02 [IporpamMmmHoe o4 % o4 - 5 - - y - - - - -
OK.01-OK.09 [ OPccriectete 3
KOMIIBIOTEPHBIX CeTeH
k2.1 -TIK 25 | e e | w0 | 120 | 4 i 48 | 20 | 4| 18 o2 -] -
OK.01-0K.09 | prp
KOMIBIOTEPHBIX CHCTEM
[IK 2.1 -TIK 2.5 | YueOHas mpakTuka - - - - - - - - - - - 144 -
OK.01-OK.09
IIpousBoacTBeHHAs
e s | e e e | | e
OK.01-OK.09 -
DK3amMeH
. 18 - - - - - - - - - 18 - -
(kBanM(pUKAIMOHHBIN)
Bcero: 484 392 134 130 104 20 4 | 72 - 2 | 18 144 144




3.2. TemaTu4yeckui NJIaH U coAep:;kaHue npodeccuoHaabHoro moayJs IIM.02 Opranusanus ceTeBOro aAMUHUCTPUPOBAHUS
ONEePANMOHHBIX CHCTEM

Konanl
HanmenoBanmue pa3jiesioB KOMIIeTeHIIHiA,
npogdeccuoHaIbLHOT0 ¢dopmupoBanuio
woayas (ITM), Copaeprxxanue yueOHOIro MaTepuaJa, JjadopaTtopHblie padoThl M NpaKTHYecKue 3aHATHA, | O0bem KOTOPBIX
caMoCTosITeJIbHAsE padoTa 00y4yaiuxcs, KypcoBasi pabora (IpoeKT) 4acoB
MEKTUCHUTITHHAPHBIX cnocoocTByeT
kypcoB (M/IK) u Trem 3JIeMEeHT y4eOHOM
AUCHUILINHBI
1 2 3 4
IIM.02 Opranu3anus ceTeBoro aAMMHUCTPUPOBAHMNS.
MJIK.02.01 AAMUHHCTPHPOBaHNE CeTEBBIX ONMEPANMOHHBIX CHCTEM. 232
Tema 1.|Conepxanue yueOHOIro Marepuaa 62 K 2.1 - TIK 2.5
AJIMUHHCTPUPOBAHUE Beenenue B quciumuinay. 3HaKOMCTBO C CUCTEMOM BUPTYaIH3allUH. OK.01-OK.09
Linux ®aitnosele cucteMbl OC Linux. Co3manue U pa3MeTKa )KECTKOTO JHCKa

[Tonroroska cepsepa OC Linux
Bapuantel yctaHoBku. PesepBHoe kommpoBanue. Co3gaHue CHUMKOB. Pa3zMeTka »ecTKOro
JIVICKA.

Hactpoiika cepsepa DHCP B OC Linux
ITporoxon DHCP

Hacrpoiika cepepa DNS B OC Linux
IIporokosn DNS

Hacrpoiika web-cepsepoB B OC Linux
IIporokosn HTTP. Beb-cepep Nginx. O6paTtHoe npokcupoBaHue B Nginx.

Hactpoiika ¢aiinossix cepsepoB B OC Linux
ITporokon FTP. ®aiinosas cucrema NFS. daiinoslit cepBep Samba.

Hacrpoiika cepsepor b/ 8 OC Linux
CYBJl MariaDB. CYB/] Postgres

KonTeitnepsl Docker. Crioco6s! cBsizu konTeiiHepoB Docker.

JlabopaTopHble 3aHATHSA

130 [




YcraHoBka u 6a3oBast HacTpoiika OC Linux.

3HAKOMCTBO C OCHOBHBIMH KOMaHIaMH, MPaBaMH JIOCTyTa U (pailioBoi cucteMoit
VYcranoska DHCP cepsepa. Hacrtpoiika DHCP cepsepa. Ilouck u ycTpaHeHue
HEHUCIPaBHOCTEW KOHPUTypaLUu.

VYcranoBka DNS cepsepa. Hactpoiika DHCP cepsepa. Ilowck u ycTpaHeHue
HEHMCIPaBHOCTEW KOHPUTYpaLHH.

Co3manne Docker KOHTEHHEpOB C pa3auuHbIMU cepBucamu. OTiIagKa CEpBUCOB.
ObecnieyeHre CETEBOM CBA3HOCTH IPYIIIBI KOHTEHHEPOB.

CamocTosiTeJibHasi padoTa 00yYarIUuXCsl 40

Cucremarudeckas mpopaboTKa KOHCIEKTOB 3aHATHH, Y4eOHON M CHelHanbHOM JuTepaTypsl (10

BompocaM K maparpadam, TrjgaBaM Yy4yeOHBIX IOCOOWH, COCTaBJICHHBIM IPENO/IaBATEIIEM).

[MonroroBka k 1aOOpaTOPHBIM M MPAKTUYECKUM Pa0OTaM C HCIOIH30BAHHUEM METOJIHMYECKUX

pEeKOMEHIaluil TpernojaBaTens, opopMIeHHE JTabOpPaTOPHO-MPAKTUYECKUX pabOT, OTYETOB H

IOJIFOTOBKA K MX 3aIIMTE.
MJIK.02.02 IIporpammHoe obecniedeHHe KOMNbIOTEPHBIX CeTeid. 94
Tema 1. Peanuzauus Coaep:xkanue yueOHOro MaTepuajia 24 K 2.1 -1IK 2.5
KJIIMEHTCKOH BBenenue B cucteMbl MOHUTOPHUHTA OK.01-OK.09
UHQPPACTPYKTYPBHIL. Bunel MOHUTOpUHTA (areHTHBIN, OC3aHTCHTHBIN, aHAIUTHYEeCKHi ). [IporpaMMHBIe cpencTBa st

cOopa aHanu3a 1 00pabOTKH JaHHBIX

Wireshark kax cucrema MoHUTOpHHTa
Oco6eHHOCTH, YCTaHOBKA, HACTPOMKa. 3aXBaT, aHAJIM3 U HHTEpIpeTalts CeTEBOro Tpaduka.

Cucrema moHuTOpuHra Zabbix
OcobeHHocTH, YCTaHOBKA, HacTpoiika. [lonstue arentos. [lonarue mabdaonos. [Tonsarue
TpurrepoB. VIHTerpanys ¢ BHEIMIHUMHU NPUIIOKEHUSIMU. AHAIIU3 U OTYETHI

BBenenue B cuctemy MoHuTopuHra Nagios, 0030p OCHOBHBIX (DYHKIIMI 1 0COOEHHOCTEN
VYcraHnoBka 1 6a3oBas HacTpoiika cepBepa. Co3/laHue U HACTPOHKa YBEOMIICHUH.
Hcnonb30BaHue MIaruHOB U UX HacTpoiika. MHTerparus Nagios ¢ IpyruMu cucTeMamMu
MOHMTOPHHTA

BBe)IeHI/Ie B CUCTEMBI MOHUTOPHUHIA
Buasl MOHUTOpHHTA (areHTHBIHN, O€3aHTeHTHBIN, aHaTUTHYecKuid). [IporpamMmmHble cpencTBa JUis
cbopa aHann3a 1 00pabOTKH TaHHBIX

Wireshark kak cuctemMa MOHUTOPUHTA
Oco0eHHOCTH, YCTaHOBKA, HACTPOWKa. 3aXBaT, aHAJIM3 U UHTEPIIPETAlNs CETEeBOro Tpaduka.

Cucrtema MmoHuTOpHHra Zabbix
OcobenHocTtH, ycTaHOBKA, HacTpoiika. [lonsarue arentoB. [lonstue mabdmonos. [Tonsrue
TpurrepoB. MIHTerpanus ¢ BHEUITHUMU TPUIOKEHUSIMHU. AHAIIN3 U OTYETHI




Beenenue B cucremy MoHUTOpHHTa Nagios, 0030p OCHOBHBIX (DYHKIMN M 0COOCHHOCTEH
YcranoBka u 6a3oBas HacTpoika cepBepa. Co3maHue U HaCTPOKa yBEAOMIICHUM.
Hcnonp3oBaHue miIarnHOB U X HacTpoiika. MaTerpanus Nagios ¢ ApyrumMu CUCTEMaMHu
MOHHMTOPHHIA

IIpakTnyeckue 3ansaTus

Hacrpoiika Wireshark. 3axBar 1 ananu3 cereBoro tpaduka ¢ nmomorusto Wireshark.
HHTeprnperanys MOJy4eHHBIX Pe3yIbTaTOB MOHHTOPHHTA.

YcranoBka u HacTpoiika Zabbix. Pabora ¢ arentamu u mabmonamu. Hactpoiika

TPUITEPOB AJI1 MOHUTOPUHIA IPOU3BOAUTENLHOCTH U JOCTYITHOCTH MPUIIOKEHUN U o
cepBucoB. MHTErpanus Zabbix ¢ BHEIIHUMU TpuioxeHUssMU. Co31aHUE OTYETOB U
aHAJIM3 Pe3yJIbTaTOB MOHUTOPHUHIA
CamocrosiTesibHasi paboTa 00y4alOUINXCH 14
Cucremaruyeckass npopaboTKa KOHCIEKTOB 3aHATHH, Y4eOHOM M cHelMaibHON TEeXHHYECKOH
autepatypel. KoHcnekTupoBaHue TekcTa, paboTa coO CIOBapsMU U  CIIPAaBOYHHUKAMH,
O3HAKOMJICHHE C HOPMAaTUBHBIMU JIOKyMEHTaMH, y4eOHO-HCccae10BaTeNbCcKas paboTa Ipyu caMoM
HIMPOKOM Hcronb3oBaHuu MHTepHera m apyrux IT-texnonoruii. IToaroroBka cooOuieHuil k
BBICTYIIJICHHUIO Ha CEMUHapax M KOH(epeHLusX; MoAroToBKa pedeparon, noknanoB. [loaroroska
K JIaDOpaTOpPHBIM M IPAKTHUUYECKUM paboTaM C HMCIIOJIb30BAaHUEM METOJUYECKUX pEKOMEHAALNN
npenojanareis, opopmieHne 1a00paTOPHO-NIPAKTUUECKUX paboT, OTYETOB M MOATOTOBKA K MX
3aluTe.
M/K.02.03 Opranu3zanus aIMUHUCTPUPOBAHHUS KOMIBIOTEPHBIX CHCTEM. 136
Tema 1. Texnonmorun Copepxanue y4eOHOro MaTepuasa 48 [IK 2.1 -1IK 2.5
KOHTEWHEpHU3aIuu Benenue B KOHTEHHEpU3aLIUIO OK.01-OK.09

OCHOBHBIE TOHATHS M OPUHLUNBl  paboThl. TeHAEHIMHM  pa3BUTUS  TEXHOJIOTUH
KOHTEHHEpHU3aIluu

CpaBuenue Docker ¢ 1pyruMu TeXHOJIOTUSIMU KOHTEHHEpU3aluu
runc, Podman, Scopeo

Apxurekrypa Docker
Oopa3ssl. Konreitnepsl. Docker-registry. Docker Desktop

Cozmanus oopazoB Docker ¢ ucnonpzoBanuem Dockerfile
Cunrakcuc. OCHOBHbIE KOMaH/IbI

Docker-compose
S3pik pazmetkn YAML. Pa3zBepThiBaHNE OKPY>KEHHSI U3 HECKOJIBKUX KOHTEHHEPOB




Pacmmpennas Hactpoiika docker-compose
B3aumopeiicTBue ¢ daiinoBoii cuctemoit. Docker-network. Ynpasinenue nopraMu KOHTEHHEPOB.
IIepeMeHHBIE OKPYXKEHUS

Bgeenenue B Kubernetes
OCHOBHbBIE TIOHATHS U IPUHIMITEI paboThl. Tenmennuu passutus Kubernetes

Apxutextypa Kubernetes
Kommonentsl u ux B3aumojeiictBue. Mactep-Hoasl. API-cepBep Kubernetes. Perumukarus
KOMIIOHEHTOB

Kiacrepsr Kubernetes
YcraHoBKa, HACTPOIKa ¥ MacHITaOMpOBaHUE KiacTepa. YmpasieHue pecypcamu B Kubernetes
kiacrepe. Mcnonb3oBanue Service u Ingress

Xpannnuma naHaeix Kubernetes
Onucanue 1 ocHOBHBIE KoHLenuu. Persistent Volumes u Persistent VVolume Claims.

CeMuHapcKHe 3aHATHS

PGSGPBHOC KOIIMPOBAHHUEC U BOCCTAHOBJICHNUC JTaHHBIX

CamocTosiTeJibHast padoTa 00y4arIuxcst

Cucrematudeckasi mpopab0TKa KOHCIEKTOB 3aHATHH, Y4eOHOW W CHCIHAIBLHOW TEXHHUYECKOH
autepatypsl. KoHcnekTupoBaHue Tekcra, paboTra €O CIOBapsMU M CIPaBOYHUKAMH,
03HAKOMJICHHE C HOPMAaTHBHBIMH JIOKyMEHTaMH, y4eOHO-HCCIIeI0BaTeNbCcKas paboTa Ipyu caMoM
MIUPOKOM Hcmonb3oBanuu MutepHera u apyrux IT-rexnomoruit. [loaroroBka cooOuieHM K
BBICTYIUICHHIO Ha CEMUHapax W KOH(epeHIHX; MOAroToBKa pedeparoB, AokIana0B. [loaroroska
K JJaDOpaTOpPHBIM U MPAKTUYECKHM paboTaM C MCIOJb30BaHHMEM METOJUUYECKUX PEKOMEHIalui
npenojgasarens, opopMIEHHE J1aDOPATOPHO-TIPAKTUUECKUX pabOT, OTUETOB U MOATOTOBKA K HMX
3aIlHNTE.

18

IlepeyeHb NPaKTHYECKUX 3AHATHH

Co3pnanue u 3amyck oopasza Docker

Pa6ora ¢ Docker Hub u nokansHbeIM peecTpoM

Hcnonb3oBanue Docker-compose 171 pa3BEpThIBaHUS MHOTOKOHTEHHEPHOTO OKPY>KEHUS
Coznanue coocTBeHHbIX ceTeil B Docker n HacTpoiika B3auMOoAEHCTBHS MEX 1y KOHTeHHepaMu

48

TemaTuKa KypcOBBIX IPOEKTOB

TeHeHIy pa3BUTUS TEXHOJIOTHII KOHTEHHEPU3ALIN Y.

Apxurekrypa Docker. CpaBuenue Docker ¢ apyrumu TeXHOJOTHSIMU KOHTEWHEPHU3AIMH runc,
Podman, Scopeo.

O6passl. Konreitnepsr. Docker-registry. Docker Desktop.

Tennenuun pa3sutus Kubernetes.

HccnenoBanue u aHaiu3 CyIIeCTBYIONIUX TeXHONIOrui kinactepa Kubernetes.

[Tpuntumer 1 apxutektypa Kubernetes

20




Y4yeOHas NpaKTHKA

Buasi pador:

AJMHUHUCTPUPOBAHHUE CEPBEPOB M pabOUNX CTAHIIUH.

Opranu3anus A0CTyNa K JOKaJIbHBIM ceTsM U VIHTepHeTy.

VYcTaHOBKA U COIIPOBOXK/IEHUE CETEBBIX CEPBUCOB.

Pacuér cronmocTu ceTeBoro o00pyA0BaHMs U IPOrPaMMHOTO 00eCIeueHHMs.

COop maHHBIX IS aHATIN3a UCIIOIB30BaHUS TPOTPAMMHO-TEXHUYECKHX CPEICTB KOMITbIOTEPHBIX CETEH.
ObecnieueHue cereBoil 0€30MaCHOCTH.

144

IIpon3BoacTBeHHasi NPAKTHKA (110 NPOPUIIO CIIEIUATBHOCTH)
Buasi pador:

YcraHOBKa Ha cepBepbl M pabOYHMe CTaHIMH: ONEpPAIlOHHBIE CHUCTEMBI W HEOOXOAMMOE MJsi pabOThl MPOrpaMMHOE
obecrieueHue.

[Monnep:kka B pabOTOCTIOCOOHOM COCTOSTHUH ITPOrPAMMHOE 00eCIieueHIe CEPBEPOB U pabOUMX CTAHIIHI.

Perucrpanus nonb3oBateneil JOKaJIbHON CETH M TOYTOBOI'O CEpBepa, Ha3HAYAET UJICHTU(PHUKATOPHI U ApOJIH.

ObecrnieueHre CBOEBPEMEHHOTO KOITMPOBAHUS, apXUBUPOBAHUS U PE3EPBUPOBAHUSI JTAHHBIX.

[IpunATHE Mep IO BOCCTaHOBJIECHHIO PAOOTOCIOCOOHOCTH JIOKAJIBHOW CETH NMpH COOSAX WM BBIXOJE U3 CTPOs CETEBOrO
o0opynoBanusi. BeisiBieHrne ommOOK MOJIb30BaTENe U MPOrPaMMHOTO 00eCTieueHHsI U IPUHSATHE Mep 10 MX UCIPABICHUIO.
[IpoBeneHne MOHUTOPHHIA CETH, pa3padaThIBaTh NPEAJIOKEHHS 10 Pa3BUTHUIO UHPPACTPYKTYphl ceTH. ObecnedeHne ceTeBoi
0€30MaCHOCTH (3aIIUTy OT HECAHKIIMOHUPOBAHHOTO JIOCTYNA K HH(OPMAIINH, IPOCMOTPA UM U3MEHEHHS CUCTEMHBIX (hailiioB
U JIaHHBIX ), 0€30M1aCHOCTh MEKCETEBOT0 B3aMMO/ICHCTBHSL.

Ocy1ecTBiIeHNE aHTUBUPYCHOM 3alIUTHI JIOKAJIbHOW BHIYUCIUTENILHOM CETH, CEpBEPOB U padOUNX CTaHLIUH.
JIOKyMEHTHpOBaHUE BCEX NNPOU3BEACHHBIX JEHCTBHI.

144

KoncyabTanuu

IK3aMeH (KBAJIH(PUKANMOHHBIN)
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Bcero
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4. YCJOBUSA PEAJINBAIIUU ITPOPECCUOHAJIBHOT'O MOAYJIA

4.1. MaTepuaJIibHO-TEXHUYECKOE o0ecnedyeHue NpogecCHOHAIBHOT0 MOYJIA
IIM.02 Opranu3auusi ceTeBOro aAMHUHUCTPUPOBAHUS ONEPALMOHHBIX CHCTEM
Kabuner crangaptu3aiuu, cepTUPUKAINNA U TEXHUIECKOTO TOKYMEHTOBEICHUS
Kommnekt mebenu a1 yueOHOro mpoiiecca.

Mynerumenuitnoe o6opyaoBanue: MOV 1-SENSYSMF4018 Canon; Hytpomep 2T. 5-
30/0,01; mpoektop mynbTuMeauitHbiii HitachiCP- RX 78; Cucrem. 6mox AMDX?2
6000/1024Mb*2/250Gb/GF8500GT/FDD/DVD-RW/knaB., Mblllib., KOBp.; MOHHTOP
19"Samsung 943N(KSB) TFT.

[Iporpammuoe oOecrieuenue: Microsoft Access (nuuensust NelM123460); Microsoft
Office Standard (nuuensus Ne66059532 OPEN 96044930ZZE1711); Microsoft Project
Professional (mumensus NelM123460); Microsoft Visio Professional (ymmen3us
NeIM123460); Microsoft Visual Studio Enterprise (murensust NeIM123460); Microsoft
Windows Enterprise (munensust NelM123460); kommnekt TAPAHT—-Mactep (JiuiieH3us
Ne12-40272—000898); womrmiekr IO mms pemeHWs OCHOBHBIX ITOJTB30BaTEIBLCKHX
3aga4d (cBoboaHo pactp. [10); CnpaBounas npaBoBas cucteMa «Koncynbrant I[lmrocy
(korTpakT Ne2025 CB 2 ot 04.12.2024r); 7-Zip (cBoboaHo pacmp. I10); Internet
Explorer, Yandex Browser(cBo6oauo pacnp. I[1O); Arent Dr.Web (nunensust Ne QS34-
HC7C-SD53-K5L2); PDF24 (cBo6oano pactp. 110); KOMITAC-3D V19 (nuuensus
NeBr-20-00154); Cisco Packet Tracer 6.2sv( cBobomno pacmp. I1O); Recoverit Data
Recovery (cBo6oHo pactp. [10) , TestDisk (cBo6oano pacmp. I1O), Recuva (cBo6oHO
pacnp. [10); Hyper-V, Oracle VirtualBox (cBo6oano pacmp. I10).

CpenctBa oOyuenus: wunaukatop 12.5.0.001 »om.; waaukatop 1DN-FGA-K2
CUJIOM3MEPUTEINbHBIN ¢ BCT. HaT4uKoM Ha 2 krc; Mukpometp 0-25/0.001 3y6omepHBIii;
mukpometp 0-25/0.001 s5. ynpomennsiii; MUKPOCKOIT BMHU-111; moTop - peaykTop
7SDGC-10G/P18; TTPODPUIIOTPAD-ITPODUIIL.; TTPOOUIIOMETP; crena s
AKCHPECC-KOHTPOJIsI ko3 duimeHTa TpeHUs; YCTaHOBKA [JIi  HCCIEIOBaHUM
aHTU(PUKLIMOHHBIX CBOMCTB; wmTaHreHIMpKyabp 200/0.01 »71.; »KpaH HaCTEHHBII
pysionsbiid 180x180 cm BraunRolllVision.

JlabopaTopus nHPOPMAITMOHHBIX TEXHOJIOTUN

Kommext mebenu 15 yueOHOT0 mporiecca.

MynbeTuMenuitHoe 0o0OpyJOBaHHE: TMEPCOHAIbHBIE KOMIbIOTEpH — 14 1mT.,
MOIKTIOYEHHBIEC K JIOKATHHOW BBIYMCIUTENBHON ceTH U ceTu «HTepHeT»; HOyTOyKH —
4 mWT., HPOEKTOP MYJIbTUMEIUNHBIN, SKPaH.

[Iporpammuoe oOecrnieuenue: Microsoft Access (numensust NelM123460); Microsoft
Office Standard (nmumensus Ne66059532 OPEN 96044930ZZE1711); Microsoft Project
Professional (muuensust NelM123460); Microsoft Visio Professional (suuensus
NeIM123460); Microsoft Visual Studio Enterprise (siumensust NelM123460); Microsoft
Windows Enterprise (muuen3ust NelM123460); Arent Dr.Web (munensus Ne QS34-
HC7C-SD53-K5L2); Mathcad University Classroom Perpetual — 40 (mumeH3sus
No296133); kommekr 'TAPAHT—Mactep (nuuensust Nel12-40272—-000898); koMIuieKT
I[IO pnst pemieHuss OCHOBHBIX MOJIb30BAaTEIbCKUX 3adad (cBoOogHO pacmp. I10);
CnpaBounasi mpaBoBasi cucrema «KoncynpTant Ilmocy (xkorTpakT Ne2025 CB 2 ot
04.12.2024r); smynsarop akTuBHOTO ceteBoro obopymoBanmsi (Cisco Packet Tracer



(cBOOOIHO-pacpocTpaHsieMoe JJIA CTYACHTOB)); MPOTPpaMMHOE 00eCIIeYeHUE CETEBOTO
obopynoBanusi (touku noctyna CISCO CAP 26021-R-K9, TIO xkommytatopa
CiscoCatalyst 2960, I10 xommyTtaTopa Cisco Catalyst WS-C2960); 7-Zip (cBoOOmIHO
pacmp. I10); Internet Explorer, Yandex Browser(cBo6oano pacmp. I10); Arent Dr.Web
(muensusa Ne QS34-HC7C-SD53-K5L2); PDF24 (cBo6oano pacmp. [10); KOMITAC-
3D V19 (muuenszus NeBr-20-00154); Cisco Packet Tracer 6.2sv( cBoboaHo pactp. [10);
Recoverit Data Recovery (cBodoano pacmp. I10) , TestDisk (cBo6oano pacmp. I10),
Recuva (cBoOoano pacnp. [10); Hyper-V, Oracle VirtualBox (cBo6oano pacmp. I10).
CpencrtBa 0o0yueHUs: UHTEPAKTUBHAS JOCKA, Meauareka (MyJbTUMeEIna pa3paboTKu U
Npe3eHTAllMU K 3aHATUSIM), pa3daTOYHBIM MaTepual: yueOHble KapTOUKU C 3a/IaHUSIMHU,
TUAAKTUYECKUA MaTepual JjIsl BBITIOJIHEHHS] MPaKTUYECKUX paboT, TUTaOUTHBIN
yIPaBIIEMbId KOMMYTAaTOp Ha 16 MOPTOB; CTPYKTypUpOBaHHAs KaOejabHas CHCTEMA,
CTOMKH UIsi cepBepoB — 2mT, cepBep AQS-QEE-E50D202*11410F225D01; cepsep
AquariusSrv - PX  102; OCHUJUIOTPA® Cl1-75; xommyrtatop NETGEAR
AFCT728TSEU; kommyrtatop SWtch SS101 TX DEV8x10; smymsarop ATICE200,
uctounuk Oecriepe6. mutanus Smart-UPS 1000i USB - 2 mit.; creHasl ceTeld nmepeaadn
JAHHBIX (KOMMYyTaTOp CiscoCatalyst 2960, KOMMYTaTOop TrendNetN-
WaySwitchTEGS160TX, xommytatop WS-C2960-48TT ¢ koHBEpTOpPOM, KOMMYTAaTOP
JIBC, xommytatop Cisco Catalyst WS-C2960; nporpaMMHO-TEXHHUYSCKUI KOMILICKC
WS-C2960-48TS ¢ ycraHOBIEH. MNPOTPaMMHBIM oOOecleueHrueM), TOYKa JOoCTyma
CISCO CAP 26021-R-K9, IP- Buneokamepa Nikvision, ananuzatop crnektpa NS-30A,
anteHHa M102 B xommt. ¢ kabenrem BU TNCm-SMAm, 610k nutanus jgadopar. HY
3003 D-3, paemmnuit HDD WD 2TB 3.0 , 3.5"USB, BHemHuii Hakonutenb 1 Seagate
Original USB 3.0 4 Tb, ynuBepcanbHas mpuémo-niepenaromas iarpopma s
npoektupoBanuss CBY-cuctem kommimgx 92, ycunurens LZY-22, ycunurens ZHL-
3A-S, usmeputens CN -801 HP, ucrounnk 6ecriepedoiinoro nuraruss APC Smart-UPS
1000VA, mMHOropyHKUHMOHANBHBIA H3MEpUTENbHBIA mpudop, MDY — 2 mr., Habop
BUnepexogaukos, masmpHas ctanmuss AOYUE 968, mepekmtouatens ZX80-DR230,
npeoOpas3oBaTeb SP-200-24-AC-DC, preMo-Tiepearomniast IPOrpaMMHO-
KoH(purypupyemas paauoratdopma G32, npuHTEp, CTAHOK CBEPAMIbHBIN 350 BT.

Macrepckas MOHTaxa 1 HAaCTPOHKH OOBEKTOB CETEBON MHPPACTPYKTYPhI

Kommext mebenu 15 yueOHOT0 mporiecca.

MynbruMmenuitnoe 000py0BaHNE: UHTEPAKTUBHAS JTOCKA, KOMITBIOTEPHI B KOMIIJIEKTE
(cucTemHBIN 0JIOK, MOHUTOP, KJIABHATypa, MAHUITYJISITOP «MBIIIbY) — 7 IIT., JOKaIbHAs
ceth ¢ BeixogoMm B MHTEPHET, npoexrop mynsrumenuiinbiii HITACHICP-X2514WN
lmr. xommbiotep P4-3.0/2*256Mb/HDD 200Gb/128 6600GT/DVD-RW/KM/FDD/
MBi1945P/ UPS; monuTop 19" Samsung 940N (KSB) TFT Silver. Round Simple, 3 mir.;
MoHutop 19"Samsung 940N (LKSB) TFT; monutop LG LCD 19" L1919S-SF;
Cucrem.60k Athlon 64 3500/512Mb*2/ 160Gb/FDD/DVD-RW ki1aB. Mbliiib. KOBp., 2
mrt.; cucreM. Oinok Core 2Duo E6320/21'6/320I'6/512MO knaB. MbIlib, 2 IIT.;
cucrem.00ok  AMJI3000+ (512*2)/160Gb/DVD+RWrkfd/+Mplib+KoOBpUK+KIBaB.;
cucteMHbli 6110k AMD*2 4000/2*%512 MB/160Gb/512 MB.

[Iporpammuoe oOecrnieuenue: Microsoft Access (nuuensust NelM123460); Microsoft
Office Standard (nmumensus Ne66059532 OPEN 96044930ZZE1711); Microsoft Project
Professional (mumensust NelM123460); Microsoft Visio Professional (suniensus



NelM123460); Microsoft Visual Studio Enterprise (munensust NeIM123460); Microsoft
Windows Enterprise (mumensust NelM123460); Arear Dr.Web (munensust Ne QS34-
HC7C-SD53-K5L2); komrmiekt TAPAHT—Macrtep (numensust Nel2—40272—000898);
Mathcad University Classroom Perpetual - 40 (muuensust Ne296133); kommitekt 10 ms
pelIeHns] OCHOBHBIX IOJIb30BAaTENbCKUX 3a1ay (cBoOoano pachp. I10); CopaBouHas
npaBoBas cuctema «Koucyiprant [Lmocy (koHTpakT Ne2025 CB_2 ot 04.12.2024r);
Mathcad University Classroom Perpetual - 40 (utiensust Ne296133); 7-Zip (cBo60HO
pacnp. I10); Internet Explorer, Yandex Browser(cBo6oano pacmp. I10); Arent Dr.Web
(munensust Ne QS34-HC7C-SD53-K5L2); PDF24 (cBo6onuo pacnp. I10); KOMITIAC-
3D V19 (munensust NeBr-20-00154); Cisco Packet Tracer 6.2sv( cBoboano pactp. [10);
Recoverit Data Recovery (cBodoano pacmp. I10) , TestDisk (cBo6oano pacmp. I10),
Recuva (cBoOoano pacnp. [10); Hyper-V, Oracle VirtualBox (cBo6oano pacmp. I10).

CpencTtBa 00y4ueHUs: MapIIpyTU3aTOP — 2IIT., KOMMYTAaTOp — 2 IIT, TOYKa 10CTyma Wi-
Fi — lmr.,MexceTeBoil 3kpaH, HAOOp JJIT MOHTaXKa M HAJAIKA KOMIIBIOTEPHOU CeTH — 2
mT., GPS nmpueMHUK B cocTaBe; anmapaTHO-porpaMMHbIi komiuieke (agantep+I10);
BonpT™MeTp B7-37, 2 mt.; reneparop [2-57, 4 mr.; reHepaTtop IIyMOBBIX CUTHAJIOB;
mmeputens nomex LMZ-4, 2 wr.; uzmepurens XG-5; uzmeputensubiii npudop SNT
LITE PSTN; na6opatopusbiii ctena "Ludposas snekrponuka " 1060x256x654, 2 wr.;
octmiorpad GDS-820C; npubop J/MC KOP X6-5; npubop I/MC KOP X6-8, 2 mirt.;
npubop MKX-X6-5; /; yuebnas nabopartopnas ycraHoBka "M3yuenue KM-koneka";
yueOHas nabopaTopHas ycTaHoBKa "M3ydeHWe MPUHIMIIOB BPEMEHHOIO pasJieiICHUs
KaHaJIOB"; anmapaTHO-MPOTPaMMHBIN KOMIUIEKC [JIsl U3YYEHUS! CTAaHJAPTHBIX MPOLETYP
u MoHnutopunra cereit WiFi - 1 mr., anteaast AMZ-3A/50 - 3 ., usmepurenu LMZ-
4/50 - 4 wr., m3meputens SMZ-6/50 - 1 wr., kanepEpson - 1 mT., u3Mepuresb
paauonomMex - lmrt., paguocranuusa «Kapat» - 2 mr., Bonst™MeTp B7-37 - 2 mit., cTeHn
«ITudposas rnekTpoHrKa» - 2 mrT., 3kpaH HacTeHHbIH 200*200cm Braun Roll Vision.

J/loroBopsbI 0 NPAKTHYECKOM NMOATOTOBKE:
— AO «Mapuiickuii MalIMHOCTPOUTENbHBIN 3aBo1» JloroBop Ne 1/2021 ot 01.02.2021
— OCCCPOYHBIH.

—  ®umuan [TAO «Pocrenekom» B Pecnybnmuke Mapuit On JloroBop Ne 83/2021 ot
27.01.2021 — 6eccpOovHBIH.

4.2. HNupopmaunonHoe odecneyeHue mnpodeccuoHaaibHoro wmoxayiasa I[1IM.02
Opranuszaums ceTeBOro aAMUHUCTPUPOBAHMS
OcHOBHasl U JOTNOJHUTEJIbHAS JTUTEpaTypa

No KonnuectBo

n/m . 9K3EMILISPOB,
Crniucok uCoap3yeMoi JIUTepaTyphl
UMEIOUINXCS B

(newamuvie uzoanusi, sn1ekmponnble U30anus 3a NOCiIeoHue 5 iem) UG IHOTEKe. T
b

cceutka Ha ObC

OCHOBHAZ JIMTEPATYPA
1 |boOpoBckuii, B. HW. PacmmpeHHoe agMHUHHUCTPUPOBAHHE CETEBOM | DIIEKTPOHHBIN
onepammonHoit  cucreMbl  GNU/Linux.  JlokampHOE ~ CHCTEMHOE pecypc

aJMUHUCTpUpoBaHue: yuyeOHoe mocobue / B. WM. Bbobposckmii, A. B.
Haraes, E. I1. XKXypasenb. — CanxTt-IlerepOypr: CIIGI'YT um. M.A. bonu-
bpyeBnua, 2022. — 138 c. — ISBN 978-5-89160-252-6. — TekcT:




9JIeKTPOHHBINA // JlaHb: 31eKTpoHHO-OMOMMoTeunas cuctema. — URL:
https://e.lanbook.com/book/279176 Pexxum  gocTyma: sl aBTOPH3.
10JIb30BaTEICH

bapanyukoB, A.M. Opranuzanusi CeTE€BOro aJMUHUCTPUPOBAHUS:
yuebnuk / A.M. bapanumkos, II.A. bapanuukos, A.FO. I'pomos, O.A.
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S. KOHTPOJIb n OILIEHKA PE3YJBTATOB OCBOEHUA
MNPO®ECCHUOHAJIBHOI'O MOAYJIAA

KonTpons u oIeHKa pe3yabTaTOB OCBOCHHS MPOQPECCHOHAIBHOTO MOJYJIA
OCYIIECTBISIETCS TpernoaaBareaeM B (OopMe TEKYIIEro KOHTPOJS YCIEBaeMOCTH U
IIPOMEXKYTOUYHON aTTECTALNH.

[IpomexxyTouHas aTTecTals UMEET IIeJIbI0 ONPEACNIUTh CTENEHb JOCTHKEHUS
3aIJIaHUPOBAHHBIX PE3YIHTATOB O0YUEHHUS 0 MPOdeCCHOHATBHOMY MOAYJIIO 3a TIEPHO/T
oOyuenusi. PopmMa NPOMEKYTOUHOM arrectauuu - JaudepeHIrpOBaHHBIN 3auer,
9K3aMeH (KBATU(PUKAITUOHHBIH ).

Texkymuii KOHTPOJIb YCIEBAEMOCTU OCYIIECTBIISIETCS B TPOIECCE MPOBEACHHUS
NPAKTUYECKUX 3aHATHH W JabopaTopHBIX paboT, oOecrneurBaeT OLICHMBAaHUE XOJa
OCBOCHHMS MOJTYJIS.

®opMBl TEKYIIETO KOHTPOJS YCIEBAaeMOCTH: TECTUPOBAaHUE, YCTHBINH OMpOC,
JOKJIAJIbI, BBITIOJTHEHUE MPaKTUYECKUX u 71a00paTOPHBIX paodoT.



Pe3ynbrarel 00yueHus no npohecCuoHaIbHOMY MOTYITIO

Ne HaumenoBanue Kon hopmupyemoit DOpMbI KOHTPOLS
TEMBbI KOMIICTCHIINU YMETh 3HaATh

MJK.02.01 ATMUHMCTPUPOBAHNE CeTEeBbIX ONEPANMOHHBIX CHCTEM.

1. | Tema 1. K 2.1 - WACHTU(UIIMPOBATh U OLICHWBATh | - TNPHUHOUIBI  (YHKIMOHHUPOBaHUS | TeKymuii KOHTpPOIb
AJIMUHHCTPUPOBAHU [IK 2.2 CTEINEHb KPUTHUYHOCTH | amlmapaTHBIX,  [POrpaMMHBIX U | meaarora B Qopme
e Linux IIK 2.3 MHIUACHTOB, BO3HUKAIOIIMX IPH | IPOrPaMMHO-ANIIapATHBIX  CPEICTB | OLIEHKU pelieHus

[IK 2.4 YCTaHOBKE u paboTte | aAMUHUCTPUPYEMOU CETH; 3ajad, 3aIIUThI
[IK 2.5 IPOTPAaMMHOTO  OOECIieueHus, W | - APXUTEKTYpPhI anmnapaTrHbIX, | J1a0OpaTOPHBIX
OK.01-OK.09 [IPUHUMATh pelienue 10 | IPOrpaMMHBIX W TIPOrpaMMmHO- | paboT.  MTOroBsiii
M3MEHEHUIO IpOLEAYpHI | anmapaTHbIX CPEICTB | KOHTpOJIb B (opme
YCTaHOBKU; aIMUHUCTPUPYEMOI JK3aMeHa
- HCIIOJIb30BAaTh  COBPEMEHHBIE | MHPOPMALMOHHO- (kBN (hUKATMOHHOT
METO/IbI KOHTpPOJIA | KOMMYHUKAIIMOHHOW CUCTEMBI; 0).
IIPOU3BOIUTEIILHOCTH - JUIICH3UOHHBIE TPEOOBaHUS TIO
UH(OPMAaLIMOHHO- HacCTpPOWKE yCTaHABIMBAEMOTO
KOMMYHMKAIIMOHHOM CHUCTEM; MIPOrpaMMHOT0 OOEeCTIeUeHus;
- JIOKaJIN30BaTh OTKa3 U | - TUIOBbIE TNPUYUHBI HHIUJIEHTOB,
WHUIMUPOBATh KOPPEKTUPYIOIIME | BOBHUKAIOIIUX  IPU  YCTAaHOBKE
JEeNCTBUS; IPOrpaMMHOTr0 00ecreueHus;
- paboraTh C cepBepaMu | - TUMOBbIE IPOLEAYPHI U CTAaHAAPTHI
ApXUBHUPOBAHMUS W  CPEACTBAMH | OOHOBIICHUS IIPOrPaMMHOT0
yIpaBiIeHUS OTIEPAI[MOHHBIX | 00ECTIEYeHHS] TEXHUUECKUX CPEJICTB;
CHUCTEM; - JMIEH3UOHHbIE TpeOOBaHUS IO
- TIOJB30BaThCi  HOPMATHMBHO- | HACTPOMKE OOHOBJISIEMOTO
TEXHUYECKOM JIOKyMEHTalle B | IPOrpaMMHOr0 00eCIeUeHHUs;
o0nacty ”HPOKOMMYHHUKAIIMOHHBIX | - peraamMeHThbl MIPOBEJCHUS
TEXHOJIOTHIA; npodumakTuIeckux padbort Ha
- HCIIOJIb30BATh pa3jauyHbIe | aIMUHUCTPUPYEMOI
CpeICTBAa U PEKUMBl YCTAaHOBKH M | MH(OpPMAIIMOHHO-
OOHOBJICHHUS MPOrpaMMHOTO | KOMMYHUKAIIHOHHOM CHUCTEME;
o0ecrieueHus UH(OPMAIIMOHHO- | - TpeOOBaHUS OXpaHbl Tpyda MpHU

KOMMYHHKaIIHOHHOﬁ CUCTEMBI, B
TOM YHUCJIC aBTOMATHUYCCKUC,

pabote c ceTeBoH
aJIMUHHUCTPUPYEMOH

anmapaTrypou




- BBITIOJHATH
APXUBHUPOBAHUC mporpaMMHOro
oOecrieueHHus  IMOJIB30BATEIBCKUX
YCTPONCTB COTIacHO rpauKy

IIJIAaHOBOEC

nH(pOpMaIMOHHO-
KOMMYHHKAITUOHHON CHCTEMBI

MJIK.02.02 ITporpammuo

e o0ecrevyeHne KOMIbIOTEPHBIX CeTeN.

4.

Tema 1 Peamusarms
KJIIMEHTCKOH

UHPPACTPYKTYPHI.

K 2.1
IIK 2.2
IIK 2.3
IIK 2.4
[IK 2.5
OK.01-OK.09

- HICHTUPUIIMPOBATh U OIICHUBATH

CTEIEHb KPUTHUYHOCTH
VHIMJICHTOB, BO3HHUKAIOIIUX TPH
YCTAHOBKE U pabote
MPOrPaMMHOTO  OOECIICUYCHHUS, W
IPUHUMATh peleHue o
MU3MEHEHHUIO IPOIIETyPHI
YCTAHOBKH;

- HUCTOJNB30BaTh  COBPEMEHHEBIC
METO/bI KOHTPOJIS
MPOU3BOUTEIILHOCTH
UH(POPMAaIMOHHO-
KOMMYHHUKAIIHOHHON CHCTEM;

- JIOKaJIN30BaTh OTKa3 u
WHHUIMAPOBATh  KOPPEKTHPYIOIINE
JIEHCTBHUS,

- paboTaTh C cepBepaMu
apXUBUPOBaHHUA M  CPEACTBAMHU
yIIpaBJICHUS OTIEPALIMOHHBIX
CHCTEM;

- TIOJIb30BaThCsl  HOPMATHBHO-

TEXHUYECKOM JOKYMEHTaluueu B
obsact HHHOKOMMYHUKAITMOHHBIX
TEXHOJIOTHi;

- HCIIOJIH30BaTh pa3I4HbIC
CpPEACTBA U PEKHUMBI YCTAHOBKU U
OOHOBJIEHHUS POrpaMMHOTO
obecrieueHust uH(HOPMaIMOHHO-
KOMMYHUKAIIMOHHOW CHUCTEMBI, B

-  OpUHOUNBL  (QYHKIIMOHHUPOBAHUS
anmnapaTtHelX,  HPOTPAMMHBIX U
[IPOrpaMMHO-AIINApPaTHbBIX ~ CPEJICTB
aJIMUHUCTPUPYEMOH CEeTH;

- ApPXUTEKTYpPHI anmnapaTHBIX,
OPOrpaMMHBIX M IPOTrPaMMHO-
anmnapaTHBIX CPEICTB
aJIMUHUCTPUPYEMOI
MH(}OpPMaLIOHHO-

KOMMYHHKAI[MOHHOM CHCTEMBI;

- JIMIEH3WOHHBIC TpeOOBaHUS TIO
HacCTpPOMKE yCTaHABIUBAEMOTO
MIPOTPAMMHOT'0 00ECTICUCHHS;

- TUINOBBIE NPHUYMHBI HHIUJCHTOB,
BO3HHUKAIOIMIUX  TPHU  YCTAHOBKE
MPOrPaMMHOTO OOeCTIeueHusI;

- TUTIOBBIE TIPOLIEYPHI U CTaHIAPTHI
OOHOBJIECHHUS MIPOrPaMMHOTO
obecrieueHnst TEXHUYECKUX CPEJICTB;
- JIMUEH3UOHHBIE TpeOOoBaHUS TIO

HaCTpoiike OOHOBJISIEMOTO
IPOTPaMMHOT0 00ecreueHus;

- periIaMeHTHI MIPOBEICHUS
npodunakTudeckux paboT Ha
aMUHUCTPUPYEMOI
UH(POPMAIMOHHO-

KOMMYHUKaI[MOHHOW CHCTEME;
- TpeOOBaHUS OXpaHbl TpyAa IpHU
paboTe ¢ ceTreBoM amnmapaTypou

Texkymuil KOHTPOJIb
negarora B ¢opme

OLIGHKA  pPEUICHHUs
3ajad, 3alUThI
1a00paTOPHBIX

pabor.  HToroBbiit

KOHTpOJIb B (opme
9K3aMeHa
(kBN (hUKATMOHHOT

0).




TOM YHUCJIE aBTOMAaTUYECKUE;

- BBITIOJHSATH IIJIaHOBOE
apXMBHUPOBAaHUE IPOrpaMMHOTO
o0OecrieyeHHs.  I0JIb30BATEIbCKUX
YCTPOMCTB COTJIacHO rpaduKy

aIMHHUCTPUPYEMOI
MH(POPMAIMOHHO-
KOMMYHUKAIIHOHHOM CUCTEMBI

M/K.02.03 Opranu3anus aAMMHUCTPUPOBAHUSI KOMIILIOTEPHBIX CHCTEM.

5.

Tema 3 Texuonoruu
KOHTEHHEpHU3aluu

IIK 2.1
[IK 2.2
IIK 2.3
I[IK 2.4
IIK 2.5
OK.01-OK.09

- HICHTU(HUITUPOBATh U OICHUBATH

CTENEHb KPUTHYHOCTH
UHIUJICHTOB, BO3HHMKAIOIUX IpHU
YCTaHOBKE U pabote
OpOrpaMMHOr0  o0ecredyeHus, |
NPUHUMATH pelieHue o
U3MEHEHHUIO poLeTypbl
YCTaHOBKY;

- HUCHOJNb30BaTh  COBPEMEHHBIE
METO/IbI KOHTPOJIS
IIPOU3BOIUTEIIEHOCTH
MH(OpPMaLOHHO-
KOMMYHHUKAIIHOHHON CHCTEM;

- JIOKQJIN30BaTh OTKa3 u
MHUIMHAPOBAaTh KOPPEKTHPYIOLIUE
JNIEUCTBHS,

- paboTtath C cepBepamMu
apXUBHUPOBaHMSI U  CPEACTBAMHU
yIpaBJIeHUS OIePALMOHHBIX
CHUCTEM;

- TIOJIb30BaThCsl  HOPMATHBHO-

TEXHUYECKOM JIOKYMEHTallMel B
001acTd HHPOKOMMYHUKAITMOHHBIX
TEXHOJIOTHH;

- UCIIOJIb30BATh pa3nuyHbIe
CpeICTBa W PEKUMBI YCTAaHOBKH U
OOHOBIICHHS IPOrpaMMHOTO
obecrneyeHus MH(OPMaIMOHHO-

- OpUHUMNBL  (QYHKIMOHUPOBAHUSA
anmnapaTHbIX,  NPOTrPpaMMHBIX U
IIPOrPaMMHO-AINApaTHbIX ~ CPENICTB
aAMUHUCTPUPYEMOM CETH;

- ApPXUTEKTYpPBI anmnapaTHBIX,
IPOrpaMMHBIX M IPOrpaMMHO-
anmnapaTHbIX CPEICTB
aAMUHUCTPUPYEMOI
nH(pOpMaMOHHO-

KOMMYHMKAI[MOHHOIN CUCTEMBI;

- JMIEH3UOHHbIE TpeOOBaHUS IO
HACTpPOIKEe yCTaHaBIMBAEMOTO
IpOrpaMMHOTro o0ecrieueHus;

- TUIOBBIE NPUYUHBI HHIIUJEHTOB,
BO3HUKAIOIIMX  IPU  YCTAHOBKE
MIPOTrpaMMHOTO 00€CTICUCHHUSI;

- TUIOBBIE NPOLEAYPHI U CTAaHAAPTHI
OOHOBJIEHUS POrpaMMHOTO
o0ecreyeHns TEXHUYECKUX CPEJICTB;
- JIMLUEH3UOHHBbIE TpeOOoBaHUS IO

HaCTpOIiKe OOHOBIISIEMOTO
MPOTrPaMMHOTO 00€CTICUCHHSI;

- permamMeHThl MPOBEICHUS
MpoPUIAKTHIECKUX padOT HA
aIMUHHUCTPUPYEMOU
MH(OPMaLIOHHO-

KOMMYHUKAI[UOHHOW CHCTEME;
- TpeOOBaHUS OXpaHbl TpyJa Mpu

Tekymuii KOHTPOJIb
negarora B Qopme

OLICHKA  pEUICHUs
3ajad, 3aIUTHI
71a00paTOPHBIX

pabor.  Hrtorosbiit

KOHTPOJIb B Qopme
JK3aMeHa
(kB (pUKALIMOHHOT

0).




KOMMYHUKAIIMOHHOW CHCTEMBI, B
TOM 4YHCJIC aBTOMAaTHUYCCKUC,

- BBITIOJHATH IUIAHOBOE
APXUBHUPOBAHUC ImporpaMMHOro
oOecrieueHHus  IMOJIB30BATEIBCKUX
YCTPONCTB COTIACHO rpaduKy

pabotre ¢ ceTeBoH
aAMUHUCTPUPYEMOI
nH(pOpMaIMOHHO-

KOMMYHHUKAIIHOHHON CHCTEMBI

anmaparypou




Kpurepuun ouneHuBaHusl pe3yJbTATOB 00y4eHHS MO NPOodeccCHOHATIBLHOMY
MOJIYJII0, IIKAJIa OLCHUBAHMS

Kpurepun orieHUBaHUA:

- YCBOEHHE MPOrPAaMMHOTO TEOPETHYECKOTO MaTepuayia (00beM 3HaHWH, riyOnHa
YCBOEHUS);

- YMEHHE H3jaraTh MpOrpaMMHBIA MaTepuan (4eTKOCTh, TPAMOTHOCTb H3JIOKCHHS
MaTrepuralia, TOYHOCTh M MOJIHOTa BOCIIPOU3BEACHUS YICOHOTO MaTepHraa);

- YMEHUE NPUMEHATh TEOPETUUECKUE 3HAHUS Ha MPAKTHUKE.

II1xana ollcHUBaHUS:

Pesynbrathl cllauu nuddepeHInpoOBaHHOTO 3a4yeTa, 9K3aMeHa
(kBaMM(UKAITMOHHOTO)  OLICHMBAIOTCSA IO IIKAIE  «OTJIMYHO», «XOPOIIOY,
«YyJIOBJIETBOPUTEIILHOY, «HEYIOBJIECTBOPUTEIIHLHOY.

OreHKa «OTJIMYHO» BBICTABIISICTCS OOYYAIOMIEMYCs, KOTOPBIA TJIIYOOKO W
MPOYHO YCBOWJI MPOTPaMMHBIA MaTepuall, MPOSABISAECT 3HAHUEC OCHOBHOW W
JOTIOJTHUTEIIBHOM JINTEPATYPBI, TPAMOTHO, JJOTHYECKU CTPOWHO U apryMEHTHPOBAHO
W3JaraeT MaTepuall, JaeT UCUEPIIBIBAIOIINE OTBETHI HA MOCTABJICHHBIE BOMPOCH. B
OTBETE TECHO YBSI3bIBACTCS TEOPUS C MPAKTUKOM, MPU 3TOM OOyYarolMiics He
3aTPYJHSAETCS C OTBETOM IPU BUIOM3MEHEHUU 3aJIaHMs, CBOOOJHO CHPABISETCS C
MPAKTUYECKUMHU 33/ IaHUSMU.

OlleHKa «XOpOIIO» BBICTABISICTCS OOydYaromemycsi, TBEpPAO 3HAKIIEMY
MPOrPpaMMHBIM MAaTepUaJl, KOTOPbIM H3JIaracT €ro rpaMOTHO W II0 CYIIECTBY, HE
JIOIYCKAET CYIIECTBEHHBIX HETOYHOCTEM B OTBETE HA BOIPOC, MPABUIBHO
IIPUMEHSIET TEOPETUYECCKUE TOJIOKEHUS TIPU PEIICHUU IMMPAKTUYECCKUX BOIIPOCOB U
3aJ1a4, HE UCMBITHIBACT 3aTPYJIHEHUM C OTBETAMHU Ha BOIPOCHI.

OlleHKa «yJIOBJICTBOPUTEIIPHO» BBICTABISAETCA OOYydYaroNIEeMycCsl, KOTOPBIi
MMEET 3HAHUS TOJIBKO OCHOBHOIO Marepuana, HO HE YCBOWJI €ro JeTaliei,
JOMYCKAaeT HETOYHOCTH, HEJOCTATOYHO MpaBUIbHbIC (HOPMYITUPOBKU, UCIBITHIBACT
3aTPyJHEHUS TIPU BBITIOJIHEHUHU IPAKTUUECKUX paboT.

O1eHKa «HEYIOBJICTBOPUTEIIHLHOY BBICTABIISIETCS 00yUYarOIIEMYCsl, KOTOPBIM HE
3HAET 3HAYUTEIILHON YaCTH MPOTPAMMHOI0 MaTepraia, I0MYyCKAET CYIIECTBEHHBIE
OIK1OKHU, HEYBEPEHHO, C OOJIBIIUMHU 3aTPYAHEHUSIMH BBITIOJIHIET TPAKTUUECKUE
paboTHI.




JlonoTHeHHUs M U3MEHeHHs K padoyeil mporpaMmMe Ha y4eOHbIN roj

JlomoHeHus: 1 U3MEHEHHs K paboueil mporpaMme Ha y4eOHBIN T0J1 10
npodheccnoHaTbHOMY MOTYJIIO

B pabouyto mporpammy BHECEHBI CIEAYIOIINE U3MEHEHUS:

JlomonHeHus: 1 U3MEHEeHUs B pabouei mporpamme obcyxaensl Ha 3aceqanuu [THK

« » 20 r. (mpoTokoa Ne ).

[Ipencenarens ITIIK / /




